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1. Introduction 

1.1 The EUI Identity and Access Management (IAM) is a service allowing secure access 

control to the EUI's resources. IAM manages digital identities that represent the persons 

who use the Identity to interact with EUI resources. IAM ensured control of who is 

authenticated (signed in) and authorised (has permissions) to use resources. 

1.2 The role of identity management is deepened in digital business with a people-centred 

approach, personalised experiences and seamless access management for services 

and resources. It also increases opportunities for collaboration extending beyond the 

Institute. 

1.3 The development of existing identity and access management processes and 

capabilities supports the digital business needs. 

1.4 Identity Governance provides visibility to Identity and access control, detecting and 

preventing inappropriate access; also ensuring the achievement of regulatory and 

security compliance, granting access on a need-to-know base and at least privileges.  

1.5 IAM is an enabler of the EUI Digital Strategy. 

2. Scope 

2.1 This Policy applies to all EUI users receiving a computing account with or without an 

email address, including Academic users, Academic staff members, Library users, 

Course participants of courses and schools, Administrative staff members, and persons 

employed by Contractors carrying out processing operations governed by a contract, or 

another binding legal act stipulated in writing.   

2.2 It is out of scope the management of (a) Guest users accessing Guest Wi-Fi and printing 

service, (b) computing accounts provisioned within Applications (not using single sign-

on), (c) system and administrator accounts, (d) External users invited to join Teams' sites 

and EUI's eLearning using their email addresses, and (e) external users taking 

advantage of federation services such as EDUROAM, CIVICA, etc. 

3. Purpose 

3.1 The European University Institute’s Identity & Access Management Service (IAMS) 

provides a common way for individuals to register or be registered for access to several 

different EUI information systems or services. EUI collects and uses personal 

information to manage user populations and their rights in the context of IT systems. The 
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primary purpose is to ensure the appropriate level of security is applied consistently 

across the EUI IT services with the ability to identify the service user, authenticate that 

user, and/or determine their authorisations and roles within the context of their service.  

3.2 This Policy ensures compliance with the President’s Decision nº 10/2019, EUI Data 

Protection policy.1 and also complies with the ISO/IEC 27001:2013 Information security 

International Standard2. 

4. Roles and responsibilities 

4.1 All members of the EUI community and visitors to the campus have a collective 

responsibility for adhering to the security procedures and measures in place and 

reporting unidentified risks, compromises of accounts and/or mailboxes or security 

breaches. Heads of academic and administrative units are responsible for overseeing 

that the IAM Policy and associated procedures are being respected in their Units, 

according to the President’s Decision No. 12/2021 regarding the administrative 

organisation of the European University Institute. 

4.2 Certain members of the EUI community are assigned specific roles and responsibilities 

in managing the Identities across the campus: 

 The Director of the ICT Service is responsible for granting access to IT systems and 

resources to those entitled and registered by the authoritative sources or under the 

Data Controller(s) 's responsibility.  

 Any individual user registered in the EUI HR records, Academic records, and Library 

system, which - by applying the defined basic entitlements policy - will result in the 

user's Digital Identity. 

 Courses and Events participants may self-register to the EUI portals and receive 

digital identities after being verified through an approval process by the Sponsoring 

Unit (Centre/ Service or Department). 

 The Administrative services, Academic units and Research Centre are responsible 

for registering external Collaborators and external Contractors (also employees 

 
1 For data processing of IAMS, refer to the EUI Notification of processing operations. 
2 Please refer to Appendix 2 - Regulatory compliance to see an extract of Table A.1, “Control objective and 
controls”. 
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of external contractors) working with them as described by the EUI Contractors' 

Policy. 

5. Identity 

5.1 Identity is the collection of information identifying a single individual. Depending on the 

type of affiliation with the EUI, the Identity will be granted access to resources of the Unit 

or Department it belongs to, and the type of access required to perform research, work, 

or provide services.  

5.2 The digital Identity is issued only to single individuals providing proof of Identity, including 

(at least) Name, Surname, Date of Birth, Country of Origin and a valid Identity Document 

or Passport ID.  

5.3 In the EUI context, access to data, services and applications requires authenticating with 

the user account and/or email address. The following descriptions may help understand 

the use of the user account and email address. 

5.4 A computing account is a combination of individually assigned credentials. The user 

account has the form of username and password, allowing to log in (to computers), print, 

access personal and shared folders, access applications, and connect from remote. 

5.5 The email address is an individually assigned mailbox to which messages are delivered. 

The email address has the form of name.surname@eui.eu, and the password is the 

same associated with the computing account. This combination also grants access to 

many online services, including, Microsoft Cloud Services, Web intranet, eLearning 

system and many other web portals linked to the EUI. 

5.6 Users are responsible for their digital identities and ensuring the confidentiality of their 

computing accounts and email addresses, keeping passwords secret, and not reusing 

them in other computing accounts. The ICT Service enforces the Strong Password 

Policy in most EUI systems and applications, and it forces to change the initial password. 

5.7 Computing accounts and email addresses are individually assigned to single identified 

(or registered) individuals responsible for the use and the access to resources according 

to the access rights granted. Computing accounts and email addresses must not be 

transferred or shared with third parties.  

5.8 The use of Shared accounts is strongly discouraged, and it can be done only under the 

authorisation of the Data Controller. 
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5.9 Users have the duty to timely inform ICT Service (Helpdesk) and DSO (reports@eui.eu) 

in case a computing account or a mailbox was compromised, password disclosed, or 

data leaked. Failing to do so, they may incur the provisions described in Appendix 3 - 

Consequences of Misuse and Hacking of IT resources: Policy. 

6. Identities of external contractors and collaborators  

6.1 A “Contractor" is a natural or legal person that processes personal data for the EUI or 

on behalf of the EUI's Controller. This document includes an extract of EUI Contractors' 

Policy.3Policy; the entire Policy and procedure is a separate document.  

6.2 This Policy applies to all Contractors and to persons employed by Contractors carrying 

out a processing operation governed by a contract, or another binding legal act stipulated 

in writing, also indicating the activities not permitted at the EUI. 

6.3 The Contractor shall communicate the list of persons carrying out the service at the EUI 

or require access to EUI systems to provide the service. 

6.4 The Contractor shall promptly communicate any changes to the persons employed that 

may impact the service provided, such as a change of function or dismissal.  

6.5 The registration of contractors or external collaborators is performed by the 

Administrative or Academic Unit responsible for the contract. 

6.6 The registration process requires identifying the person having proof of Identity, including 

Name, Surname, Date of Birth, Country of Origin and a valid Identity Document or 

Passport ID. At the time of registration, it will be set the start date, the expiration date 

(not after a year from the start date) and the access requirements such as EUI Card, 

Computing account and Email address. 

6.7 The persons employed by Contractors are required to subscribe the Declaration of 

Confidentiality in order to ensure strict confidentiality and not disclose directly or 

indirectly confidential data, information, knowledge and documentation to third parties 

without the prior written agreement of the EUI; they have to fill the form “External Account 

Registration Form” (see Appendix 5) to provide their personal details. 

 
3 Please refer to the complete EUI Contractors’ Policy for the accuracy of the information contained in this  
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6.8 The Contractor shall ensure that their employees follow organisational and security 

policies.4 They are published under Policies on the ICT Service website, including the 

"EUI Acceptable Use Policy”. 

6.9 The EUI and Contractor shall treat with confidentiality any information and documents, 

in any form, disclosed in writing or orally concerning the performance of the contract (or 

Framework contract) and identified in writing as confidential. 

6.10 The Contractor shall inform its employees that data breaches or security incidents must 

be timely reported to EUI HelpDesk or sending a message to reports@eui.eu.  

6.11 Contractors and external collaborators have been granted access to EUI resources after 

receiving the authorisation of the Data Controller of the Administrative or Academic Unit. 

6.12 According to the EUI Data Protection Policy (art. 22)5A detailed list of obligations for 

those performing external processing of personal data on behalf of Controllers is 

provided. 

6.13 The list of activities not permitted at the EUI by contractors or persons employed by 

contractors is reported in Appendix 4. Failing to comply will be considered a policy 

violation, and it may apply the “Consequences of Misuse and Hacking of IT resources” 

described in Appendix 3. 

7. Processes 

The management of Identities is performed by executing several processes, including 

Provisioning, De-provisioning, Identity Audit, Mover process and Approval of access 

rights elevation. 

7.1 Provisioning process 

a. Creating a new identity for a person joining the EUI may entitle the assignment of a 

new computing account, a new email address and a new EUI card. The access rights 

assigned depend on the role and type of affiliation within the EUI. 

 
4 The security policies are published on the ICT Service website at the following link: 
https://www.eui.eu/ServicesAndAdmin/ComputingService/Security. 
5 EUI Data Protection Policy, extract of Article 22 titled “External processing of personal data on behalf of 
Controllers”. 
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b. After creating a digital identity, a Computing account and\or an Email address (and 

an associated mailbox) are issued. 

c. The Computing account and\or an Email address is/are delivered directly to 

Academic users, and they are handed to Administrative users and External 

collaborators.   

7.2 De-provisioning process 

a. The expiration date of the computing account and email address is set by the 

Administrative or Academic Unit responsible for the Authoritative Source. 

b. The expiration date of external collaborators and external contractors may be set by 

those managing identities within units for a period no longer than a year. 

c. The computing account has removed access to EUI resources at the end of a 

contract or EUI affiliation. 

d. Researchers are granted a grace period after the thesis’s defence6.  

e. Academic staff members (i.e., Professors) have access to computing accounts 

removed while keeping the same mailbox after leaving the EUI to support the 

defence of the thesis and to continue collaborating on research projects. 

f. Academic and administrative users have access to the computing account and email 

address removed at the end of affiliation; however, they may be entitled to request 

Alumni status depending on eligibility criteria. In the latter case, they will be assigned 

a brand-new email address and mailbox (Limited to Office 365 license webmail 

access)7. 

g. If an Alumni/Former returns, a new computing account is created, and the previous 

Alumni/Former email address remains available as a separate mailbox. 

h. In case of death, the access to the computing account and the mailbox is timely 

blocked; according to the EUI DP policy Article 10, the DPO provides instructions on 

access. 

 
6 The latest updates on the grace period granted after thesis defence and at which conditions are 
indicated on the ICT Service web pages.   
7 The eligibility criteria for Alumni status are detailed on the EUI Communication unit's web pages.   
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i. Exceptions. The exceptions must be authorised and approved at least by the Director 

of the Units involved, including the ICT Service, and recorded in the Ticketing 

system. Exceptions are subject to annual review. 

7.3 Identity Audit 

a. This function satisfies one of the critical requirements of the EUI Data Protection 

policy, indicating that the Controller and Delegated data controller are accountable 

for granting access to the resources within the Units under their responsibility. 

b. Those managing identities within administrative and academic Units have real-time 

access to the Identities belonging to their Units, including the identities of external 

collaborators and contractors.  

7.4 Mover process 

The change of Unit often requires the removal of access and the assignment of new 

access rights to perform the new role subject to the Data Controller's authorisation. 

7.5 Approval of access rights elevation 

The request for additional access rights for critical applications is subject to the approval 

of the Data Controller and/or Business owners. 

8. Logging 

Each time the user logs in to the EUI’s resources or sites protected by EUI Login, the 

identifier, the site, and the time will be recorded in a log file. The exact time of log-out 

will also be recorded for security purposes. The logs may only be accessed following the 

necessary safeguards and under the rule of the EUI Data Protection Policy, Article 9. 
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Appendixes 

Appendix 1 – Table of EUI users’ type 

Domain User Type Description 

Academic PhD researcher 4-year programme researcher 

Academic Master student 2-year programme master (LLM, ECO, STG) 

Academic Fellow 1- or 2-year Fellowship 

Academic Alumnus PhD or LLM graduates 

Academic Online student 
 

Academic Short term 

student/participant 

Anyone paying for (summer) course(s) 

Academic Guest Anyone visiting (less than one week) not centrally 

registered. 

Academic Visiting fellow/visitor Temporary fellow (does research) 

Academic Visiting student External student (follows seminars; does research) 

Administratio

n 

Academic assistant a.k.a. Research assistants/associates (= staff) 

Administratio

n 

Contractor External collaborator / outsourced through contracted 

companies 

Administratio

n 

Retiree Retired staff 

Administratio

n 

Staff (AST, AD) All internal staff 

Administratio

n 

Trainee Trainee 

All External collaborator Externals working on EUI projects, requiring access 

All Partner Partner of staff or researchers 

Faculty Ex-EUI Previous EUI staff, Professor (not retired) 

Faculty Professor Teacher/professor 
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Appendix 2 – Regulatory compliance  

Extract from ISO 27001:2013 Information security management systems. Annex A: 

Extract from Table A.1 – Control objectives and controls 

A.9.2 User access management 

Objective: To ensure authorised users' access and to prevent unauthorised 

access to systems and services. 

A.9.2.1 User registration 

and de-

registration 

Control 

A formal user registration and de-registration process shall 

be implemented to enable assignment of access rights. 

A.9.2.2 User access 

provisioning 

Control 

A formal user access provisioning process shall be 

implemented to assign or revoke access rights for all user 

types to all systems and services. 

A.9.2.3 Management of 

privileged rights 

Control 

The allocation and use of privileged access rights shall be 

restricted and controlled. 

A.9.2.4 Management of 

secret 

authentication 

information of 

users 

Control 

The allocation of secret authentication information shall be 

controlled through a formal management process. 

A.9.2.5 Review of user 

access rights 

Control 

Asset owners shall review users’ access rights at regular 

intervals. 

A.9.2.6 Removal or 

adjustment of 

access rights 

Control 

The access rights of all employees and external party users 

to information and information processing facilities shall be 

removed upon termination of their employment, contract, or 

agreement or adjusted upon change. 
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Appendix 3 - Consequences of Misuse and Hacking of IT resources 

EUI users, Contractors and persons employed by Contractors and guests infringing the above 

rules and regulations face sanctions which may vary from temporary suspension to termination 

of service(s) or of the personal computing account itself. 

In the event of significant or repeated violation of the present guidelines, the Director of the 

ICT Service will complain to the disciplinary Committee of the EUI according to the Disciplinary 

Regulations. 

Because of its potentially severe consequences for the work and well-being of the Institute, 

hacking will be generally regarded as gross misconduct. Where hacking is a criminal offence, 

offenders may also be liable for criminal prosecution. 

Violation of copyright held by individuals and corporations, or other entities can result in civil 

and criminal liability on the part of the infringer. Also, the distribution of Internet viruses, worms, 

and Trojan horses can lead to civil and/or criminal liability. 
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Appendix 4 – Activities not permitted for external contractors and 

collaborators at EUI 

The following activities are not allowed at the EUI to Contractors (including self-

employed), persons employed by Contractors and external collaborators:  

i. The use of hacking tools; 

ii. The use of anonymisers; 

iii. To share (or disclose) the individually assigned EUI credentials (login and 

password) to other person or third parties;  

iv. The collection of logs from systems, applications, and websites; 

v. Using network, storage or computing services or resources, connecting 

hardware or services or software to the network, disseminating viruses, hoaxes, 

or other programs in such a manner that the activities of other persons, users, 

or services that are available within the EUI infrastructure and network may be 

harmed, or disrupted;  

vi. Creating or transmitting, or storing any images, data, or other material, which 

may be offensive, defamatory, obscene, or indecent, or which may offend 

human dignity, mainly if they pertain to gender, race, or religious beliefs;  

vii. The use of EUI resources for commercial or private use, including non-profit, 

gambling, mining cryptocurrencies and hosting third parties’ services; 

viii. Performing scan, vulnerability assessment and penetration testing is not 

permitted at the EUI unless explicitly authorised in writing by the Controller and 

Data Security Officer.  
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Appendix 5 ‐ External Account Registration Form (sample) 

External Account Registration Form  
 

This form aims to collect all the relevant data required by the EUI’s Identity Access Management System to 
generate the digital identity for external collaborators and contractors employed by the EUI under the 
Contractors’ policy. 

Name:  

Surname:  

Date of Birth:  

Place of Birth (Country):  

Gender:  

Company email address: 

(no EUI mail) 

 

Company:  

Unit/Department: 

(INTERNAL USE ONLY) 

 

Entry date:  

The form is compliant with the Decision of the President No. 10 of 18 February 2019 (EUI Data Protection Policy). 
Please refer to the IAMS Privacy Statement for details on data processing and the Contractors’ policy. 
I, _______________________________________, declare the following statement 

 I give consent to process my data in accordance with the EUI Data Protection Policy. 

I do not give consent to process my data in accordance with the EUI Data Protection Policy (The refusal 
precludes the Institute from processing your data and granting both physical and IT access to the services managed 
by the EUI). 

 
Signature: _____________________________________________ 

 

 

 

INTERNAL USE ONLY - The EXT needs to receive: 

- Computer Access EUI e-mail address EUI ID Card 

The Unit Identity Manager: (signature) 


